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Maintaining Police Response to Intruder Alarms 
– Advice on Avoiding False Alarms

Introduction

UK police forces provide a routine response to intruder alarm activation's only where the system, and the Alarm Receiving Centre (ARC) that monitors it, complies with formal set of police rules called the ‘Security System Policy’ (SSP).

In England, Wales and Northern Ireland forces follow the SSP set out by the Association of Chief Police Officers (ACPO). In Scotland forces follow a similar SSP issued by ACPO Scotland (ACPOS).

This document outlines the key features of the ACPO(S) SSP’s and steps that can be taken to avoid false alarms, thus helping to retain police response at the highest level.
ACPO(S) SSP’s – Key Features
The SSP’s set out when and how police response will be provided or withdrawn, the key features being summarised below. 
In considering these it is important to note that each police force may publish a slightly amended version of the national SSP, with pressure on resources leading a few ACPO forces to introduce significant departures from the ACPO SSP. It is therefore important to check the position in your police area*. 
Police Response Levels* 
The SSP’s set out three levels of police response. These are: 
 Level 1 – An Immediate Response. 
 Level 2 – Police response is desirable, but attendance may be delayed. 
 Level 3 – No police attendance, i.e. response has been formally withdrawn. 

Confirmation Alarm Systems 
Most alarm systems currently receiving police response are Non-Confirmation Systems, to which both police and keyholders are called following a single alarm activation. 
All new alarm systems, and Non-Confirmation Systems that lose police response and wish to have it restored, must now be able to provide 'confirmed activations'. 
A ‘confirmed activation’ is one where, shortly after an ARC receives an initial alarm signal a ‘further signal’ is received that leads the ARC to conclude that a real break in is in progress. This ‘further signal’ can be provided by:-
  Audio/Visual verification - Sounds or pictures are transmitted to the ARC.
  Sequential verification - Two or more alarm detectors activate. 
  Known loss of two signalling links. 
  An alarm activation followed by known loss of a signalling link (or vice versa). 
Confirmation Systems cost more than Non-Confirmation Systems as they require extra equipment to ensure that a police response can be reliably requested by the ARC at an early stage in an actual or attempted break in. In the event of an unconfirmed activation only keyholders are asked to attend. 
False Alarm Thresholds 
Systems on Level 1 response will retain it unchanged unless undue false alarms occur. False alarms are counted over a 12 month period, with sanctions imposed as follows: 
· ACPO Forces 3* false calls and response is withdrawn. (From April 2006 Level 2 was removed) 
· ACPOS Forces 4 false calls and response moves to Level 2. 3 further calls and response is withdrawn. 
Restoring Response 
Level 2 to Level 1
 A system downgraded to Level 2 response will remain at Level 2 until 3 months free of false calls have passed. 
Level 3 to Level 1
A system where response has been lost will remain at Level 3 response until the system has been upgraded to provide ‘confirmed activations’ or, if it can already do so, a 3 month period expires AND the Police accept that the false alarm problem has been cured.
The Need to Avoid False Alarms 
With the higher false alarm thresholds now being applied by the police it makes sense to do all you can to avoid false alarms, as police response can all to quickly be downgraded or lost. If this occurs alarm users may face considerable cost and inconvenience associated with:-
 Providing a premises guard or commercial response service in place of police response. Revising safety arrangements for staff keyholders attending alarm activation's without the police, e.g. ensuring they attend in pairs or with a commercial response company. Upgrading a Non-Confirmation System to provide ‘confirmed activations’ 
 Insurers withdrawing cover or applying policy terms whilst the situation is resolved. 

Common Causes of False Alarms 
False alarms will either relate to the equipment or the user. Attention to the following can reduce the risk of false alarms:- 
Equipment - Damage to Alarm Equipment Sensors or Cables prone to damage by moving vehicles or objects should be protected by cages or cable conduit. 
Sensors Loose - All detection devices should be securely mounted. 
Dirty Movement Sensors - Sensors should be kept clean, as dirt both impairs detection ability and encourages spiders and other insects to reside in, on and about them. 
Doors/Windows - Poorly maintained or loose windows and doors may move and trip sensors Changed Environments Installation of new doors, windows, heaters or plant can create heat sources that may activate movement sensors. 
Sensors Obscured - Installing new signs, racking or partitions may reduce sensor range or create false alarms. 
Inappropriate Sensors Installed - Sensors need to be carefully selected e.g. installing vibration sensors on windows or doors adjacent to a busy road is very likely to result in false alarms.

Users 
Training To operate an alarm system properly users need to understand how the system works and in particular how to deal with any problems encountered. Formal refresher training is advisable. 
User Codes The use of individual, rather than shared alarm codes allows users to be identified and, if required, retrained. 
Testing Movement Sensors Movement sensors contain indicator lights, enabling users to walk through the area of coverage and check that they are operating correctly. This should be done regularly. 
Locking Up Procedure Before setting an alarm the premises should be checked to ensure that no one is inside, any movement sensors are unobstructed and all doors and windows are closed and secure. 
Keys To The Premises Only trained alarm users should have keys to the premises. 
Exit/Entry Route Keep to a minimum the number of alarm setting/unsetting points. 
Opening Up Ensure nobody enters the rest of premises until the alarm is fully un-set. 
Access To Telephones Should users need to urgently contact the ARC e.g. to cancel a false alarm, they need access to a phone by the alarm control panel or keypad. 

Key Action Steps 
 Check your current false alarm record and police response status. 
 Adopt measures to avoid false alarms and ensure that if they do occur thorough steps are taken to resolve any problem. 
Ensure alarm users understand the need to properly secure and check premises for potential problems before leaving 
 Ensure alarm users understand the correct operation of the alarm system. 
 Where insurance cover is conditional upon an alarm receiving police response, ensure that insurers are notified of response being downgraded or lost. It is likely that they will wish to discuss and agree any proposed changes to your alarm system, and also any proposed temporary or longer term alternative security measures. 
* Note. Your alarm installer or Police HQ will be able to provide exact details of the policy currently being applied in your police area.
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